unix command interview questions and
answers

Unix command interview questions and answers are essential for anyone looking
to secure a position in systems administration, DevOps, or any role that
requires a solid understanding of Unix-based systems. As Unix and its
derivatives, such as Linux, continue to dominate server environments, having
a firm grasp of Unix commands is not just beneficial but often necessary.
This article aims to provide a comprehensive overview of common interview
questions related to Unix commands, along with their answers and
explanations.

Understanding Unix Commands

Unix commands are the fundamental building blocks of interaction with the
Unix operating system. They allow users to perform a wide range of tasks,
from file manipulation to system management. Below are some of the most
common categories of Unix commands that candidates should be familiar with:

e File and Directory Management

File Permissions and Ownership

e Process Management

Networking Commands

System Information

Common Unix Command Interview Questions

Here are some frequently asked Unix command interview questions along with
detailed answers:

1. What is the difference between "chmod’ ', "chown’,
and “chgrp ?

Answer:

— “chmod’ : This command is used to change the permission of a file or
directory. Permissions can be set for the owner, group, and others, using
either numeric (octal) or symbolic notation.

— “chown’: This command changes the ownership of a file or directory. It
allows you to specify a new owner and optionally a new group.

— “chgrp’: This command changes the group ownership of a file or directory,
allowing you to assign a new group.



2. How do you list all files in a directory,
including hidden files?

Answer:
To list all files in a directory, including hidden files (those starting with
a dot), you can use the following command:

" "bash
ls -a

The "-a’ flag stands for "all," ensuring that hidden files are included in
the output.

3. What command would you use to find a file by name?

Answer:
The "find® command is commonly used to search for files by name. The syntax
is:

" "bash
find /path/to/search -name "filename"

For example, to find a file named " example.txt® in the °~/home/user’
directory, you would use:

" "bash
find /home/user —-name "example.txt"

4. Explain the use of "grep and give an example.

Answer:

‘grep’ is a command-line utility used for searching plain-text data for lines
that match a regular expression. It is widely used for filtering output and
finding specific patterns in files.

For example, to search for the word "error" in a log file named
“logfile.txt’, you would use:

" "bash

grep "error" logfile.txt

This command will display all lines in "logfile.txt  that contain the word
"error."

5. How can you redirect the output of a command to a
file?



Answer:

You can redirect the output of a command to a file using the "> operator.
For instance, if you want to save the output of the "1ls’ command to a file
named "~ filelist.txt , you would use:

" "bash
ls > filelist.txt

If the file already exists, this command will overwrite it. To append the
output instead of overwriting, use the "~ >>" operator:

" "bash
ls >> filelist.txt

6. Describe the purpose of the "ps’ command.

Answer:

The "ps’ (process status) command is used to display information about active
processes. By default, it shows processes running in the current shell.
Common options include:

- "—e’: Show all processes
- "—f': Show full-format listing
- Taux : Show all users' processes

For example, to view all processes running on the system, you would use:

" “bash
ps -e

7. What is the use of "top command?

Answer:

The “top  command provides a dynamic, real-time view of the system’s
processes. It displays a list of running processes and their resource usage,
including CPU and memory consumption. It updates the information at regular
intervals, allowing users to monitor system performance continually.

To run the "top’ command, simply type:

" " “bash
top

8. How do you create a symbolic link in Unix?

Answer:
You can create a symbolic link using the "1n° command with the "-s° option.
The syntax is:



" "bash
In -s target_file link_name

For example, to create a symbolic link named "shortcut® to a file called
‘original.txt’, you would use:

" "bash
In -s original.txt shortcut

9. What does the "'df command do?

Answer:

The “df° (disk free) command displays information about disk space usage for
file systems. It shows the total space, used space, available space, and
mount points for each file system on the system.

You can use it in the following way:
" "bash

df -h

The "-h’ flag makes the output human-readable by displaying sizes in KB, MB,
or GB.

10. How do you change the current working directory
in Unix?

Answer:
You can change the current working directory using the “cd’ command. The
syntax is:

" “bash

cd /path/to/directory

For example, to change to the "~ /home/user’ directory, you would use:
" “bash

cd /home/user

To go back to the previous directory, you can use:

" "bash
cd -

Tips for Preparing for Unix Command Interviews



To excel in Unix command interviews, consider the following preparation
strategies:

1. Practice Regularly: Use a Unix or Linux environment to practice commands
daily.

2. Understand the Concepts: Don’t just memorize commands; understand what
each command does and when to use it.

3. Use Online Resources: Utilize online tutorials, forums, and
documentation to expand your knowledge.

4. Work on Projects: Apply your Unix skills in real-world projects to gain
practical experience.

5. Mock Interviews: Conduct mock interviews with peers to get comfortable
answering questions on the spot.

Conclusion

In summary, mastering Unix commands i1s crucial for anyone pursuing a career
in technology, particularly in roles related to systems administration or
DevOps. By familiarizing yourself with common Unix command interview
questions and answers, you can enhance your confidence and increase your
chances of success in interviews. Remember, practice is key—spend time in a
Unix environment, experiment with commands, and continuously build your
knowledge to stay ahead in your career.

Frequently Asked Questions

What is the command to list all files in a directory
in Unix?

The command to list all files in a directory is 'ls'. You can use 'ls -a' to
include hidden files.

How do you display the contents of a file in Unix?

You can display the contents of a file using the 'cat' command. For example,
'cat filename.txt' will show the content of 'filename.txt'.

What command would you use to change file permissions
in Unix?

To change file permissions, you would use the 'chmod' command. For example,
'chmod 755 filename' sets the permissions for the file named 'filename'.



How can you find a specific string in a file in Unix?

You can use the 'grep' command to find a specific string in a file. For
example, 'grep 'search_string' filename.txt' will search for 'search_string'
in 'filename.txt'.

What is the purpose of the 'grep' command?

'grep' is used to search for specific patterns within files. It can be used
with various options to refine the search results.

How do you copy files in Unix?

You can copy files using the 'cp' command. For example, 'cp source.txt
destination.txt' copies 'source.txt' to 'destination.txt'.

What command would you use to display the current
working directory?

You can display the current working directory using the 'pwd' command.

How can you find out what processes are running in
Unix?

You can find out what processes are running by using the 'ps' command. The
'ps aux' command provides a detailed list of all running processes.
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