wireshark filter cheat sheet

wireshark filter cheat sheet is an essential resource for network
professionals, cybersecurity experts, and IT administrators who utilize
Wireshark to analyze and troubleshoot network traffic efficiently. This
comprehensive guide covers the most commonly used Wireshark display and
capture filters, enabling users to isolate specific packets and protocols
with precision. Understanding how to apply these filters effectively can
significantly enhance packet analysis, reduce noise, and speed up diagnosis
of network issues. The article also delves into advanced filtering
techniques, syntax rules, and practical examples to maximize the utility of
Wireshark. Whether filtering by IP addresses, protocols, ports, or custom
fields, this cheat sheet provides clear and concise instructions.
Additionally, it explains how to combine multiple filters for complex queries
and optimize performance during network capture sessions. Explore the
detailed breakdown below to master Wireshark filters and improve your packet
analysis skills.
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Understanding Wireshark Filters

Wireshark filters are critical tools that allow users to focus on specific
network traffic by including or excluding packets based on various criteria.
There are two main types of filters in Wireshark: display filters and capture
filters. Display filters apply after packet capture, enabling detailed
inspection of the data within the packets. Capture filters, on the other
hand, operate during the capture process, limiting the packets saved to disk
or memory. Both filter types use different syntaxes and serve unique purposes
in network analysis.

Display Filters Overview

Display filters help analysts sift through large amounts of captured data by



specifying conditions that packets must meet to be shown. These filters
support a wide range of fields such as protocol names, IP addresses, port
numbers, and packet contents. Using display filters effectively can isolate
traffic of interest, making troubleshooting and forensic analysis more
efficient.

Capture Filters Overview

Capture filters restrict which packets Wireshark records in real-time. They
are based on Berkeley Packet Filter (BPF) syntax and are generally less
flexible than display filters but more efficient since they reduce the volume
of data captured. Proper use of capture filters can improve capture
performance and reduce storage requirements during long or high-volume
network monitoring sessions.

Commonly Used Display Filters

The Wireshark filter cheat sheet prominently features commonly used display
filters that allow quick access to specific traffic types. Mastering these
filters is fundamental for routine network diagnostics and security
assessments.

Filtering by IP Address

Filtering packets by IP address is one of the most frequent tasks in network
analysis. Wireshark supports filtering by source, destination, or either IP
address.

e ip.addr == 192.168.1.1 — Displays packets where either the source or
destination IP is 192.168.1.1.

e ip.src == 10.0.0.5 — Shows only packets originating from IP 10.0.0.5.

e ip.dst == 172.16.0.10 — Filters packets destined for IP 172.16.0.10.

Filtering by Protocol

Protocol-based filters help isolate traffic related to specific protocols
such as TCP, UDP, ICMP, HTTP, and DNS, facilitating targeted analysis.

e tcp — Displays all TCP traffic.

e udp — Shows all UDP packets.



e icmp — Filters Internet Control Message Protocol packets.
e http — Captures HTTP protocol communications.

e dns — Displays DNS query and response packets.

Port-Based Filtering

Port filters focus on traffic involving specific TCP or UDP ports, often used
to monitor services like web servers, email, or FTP.

tcp.port == 80 — Shows TCP packets using port 80, typically HTTP
traffic.

udp.port == 53 — Filters DNS over UDP traffic on port 53.

tcp.srcport == 443 — Displays packets with source TCP port 443 (HTTPS
responses).

tcp.dstport == 25 — Filters packets sent to SMTP port 25.

Capture Filters Basics

Capture filters in Wireshark are essential for controlling the volume and
type of data collected during live packet capturing. These filters operate
with specific syntax related to the underlying packet capture library.

Basic Capture Filter Syntax

Capture filters use expressions based on protocols, addresses, and ports.
Common primitives include host, net, port, and proto. Logical operators such
as and, or, and not enable complex filtering.

Examples of Common Capture Filters

host 192.168.1.100 — Captures all traffic to or from the specified host.

net 10.0.0.0/24 — Captures traffic within the specified subnet.

port 80 — Captures all traffic on TCP or UDP port 80.

tcp and port 443 — Captures only TCP traffic on port 443.



e not arp — Excludes ARP packets from capture.

Advanced Filtering Techniques

Advanced filtering techniques enable detailed packet inspection and complex
queries. Combining filters, using comparison operators, and applying regular
expressions enhance Wireshark’s filtering power.

Logical Operators

Logical operators allow combining multiple filter conditions for granular
control over displayed or captured packets. The primary logical operators
include and, or, and not.

e« and — Both conditions must be true.
e or — Either condition can be true.

e not — Negates the condition.

Comparison and Relational Operators

Filters can compare values using operators such as ==, !=, >, <, >=, and <=.
This is useful for filtering numeric fields like port numbers and sequence
numbers.

Using Substring and Regular Expressions

Wireshark supports substring matching and regular expression filters to
search within strings or data payloads. This is particularly useful for
filtering HTTP headers or DNS queries containing specific keywords.

e http.host contains "example.com" — Displays HTTP traffic where the host
header contains "example.com".

e dns.qry.name matches ".*\.com" — Filters DNS queries for domains ending
in ".com".



Filter Syntax and Best Practices

Understanding Wireshark’'s filter syntax is crucial for crafting efficient and
error-free filters. Adhering to best practices ensures filters perform
optimally and yield accurate results.

Case Sensitivity and Field Names

Wireshark filter field names and operators are case-sensitive. Protocol and
field names must be typed exactly as defined, while string comparisons are
generally case-insensitive unless specified.

Parentheses for Grouping

Using parentheses groups filter expressions to control operator precedence
and avoid ambiguity, especially when combining multiple logical operators.

Avoiding Common Errors

Incorrect syntax or unsupported fields cause filters to fail or return
unexpected results. Common mistakes include missing operators, incorrect
field names, and mismatched parentheses. Testing filters incrementally helps
ensure correctness.

Practical Wireshark Filter Examples

The following examples illustrate real-world use cases of the Wireshark
filter cheat sheet, demonstrating how to apply filters to common network
troubleshooting scenarios.

Isolating HTTP Traffic from a Specific Host

To analyze HTTP traffic exchanged with a particular IP address, combine IP
address and protocol filters.

e ip.addr == 192.168.1.50 and http — Displays HTTP packets where the
source or destination IP is 192.168.1.50.

Capturing Only DNS Queries and Responses

When capturing DNS traffic, use a capture filter that limits the capture to



UDP port 53.

e udp port 53 — Captures DNS queries and responses transmitted over UDP.

Filtering for Suspicious ICMP Traffic
To investigate potential ICMP-based network scans or attacks, filter ICMP

echo requests and replies.

e icmp.type == 8 or icmp.type == 0 — Displays ICMP echo request (type 8)
and echo reply (type 0) packets.

Detecting Traffic to a Specific TCP Port Range
To analyze traffic targeting a range of TCP ports, use relational operators

combined with port fields.

e tcp.dstport >= 8000 and tcp.dstport <= 8100 — Filters packets destined
to TCP ports between 8000 and 8100.

Frequently Asked Questions

What is a Wireshark filter cheat sheet?

A Wireshark filter cheat sheet is a quick reference guide that lists commonly
used display and capture filters in Wireshark to help users efficiently
analyze network traffic.

How do I apply a display filter in Wireshark?

To apply a display filter in Wireshark, type the filter expression in the
filter toolbar at the top of the window and press Enter. This filters the
captured packets to show only those matching the criteria.

What is the difference between capture filters and
display filters in Wireshark?

Capture filters limit the packets that Wireshark captures in real-time, while
display filters filter the packets after capture to display only those
matching certain criteria.



Can you give an example of a basic Wireshark display
filter?

A basic display filter example is 'ip.addr == 192.168.1.1', which shows all
packets where the source or destination IP address is 192.168.1.1.

How can I filter HTTP traffic using a Wireshark
filter?

To filter HTTP traffic, use the display filter 'http'. This will show all
packets related to the HTTP protocol.

What filter would I use to display only TCP packets
in Wireshark?

Use the display filter 'tcp' to show only TCP protocol packets in Wireshark.

Is there a Wireshark filter to find DNS queries?

Yes, use the display filter 'dns' to display DNS query and response packets
in Wireshark.

Where can I find a comprehensive Wireshark filter
cheat sheet?

Comprehensive Wireshark filter cheat sheets can be found on the official
Wireshark website, network analysis blogs, and GitHub repositories dedicated
to network troubleshooting tools.

Additional Resources

1. Wireshark Filter Cheat Sheet: Mastering Packet Analysis

This book provides an essential compilation of Wireshark display filters,
categorized for quick reference. It is designed for network professionals and
students who want to enhance their packet analysis skills. The concise
explanations and examples make it easy to understand complex filter
expressions and apply them in real-world scenarios.

2. The Ultimate Guide to Wireshark Filters and Protocol Analysis

A comprehensive guide that not only covers Wireshark filter syntax but also
dives deep into protocol analysis techniques. Readers will learn how to
create custom filters to isolate traffic and troubleshoot network issues
effectively. The book includes practical exercises and real-world case
studies to solidify understanding.

3. Wireshark Pocket Reference: Filters and Tips for Network Troubleshooting
Designed as a portable reference, this book focuses on the most commonly used



Wireshark filters and quick tips for efficient network troubleshooting. It is
ideal for IT professionals who need a handy resource during live network
analysis sessions. The compact format ensures fast access to critical
information.

4. Network Forensics with Wireshark: Filtering and Analysis Techniques
This title explores the role of Wireshark filters in network forensics
investigations. Readers will learn how to apply filters to identify
suspicious traffic and reconstruct network events. The book also covers
advanced filtering strategies to assist in cybersecurity incident response.

5. Wireshark Filter Cookbook: Recipes for Effective Packet Capture
Structured like a cookbook, this book offers step-by-step "recipes" for
crafting Wireshark filters tailored to various networking challenges. Each
chapter focuses on a different filter category, helping readers quickly find
solutions to specific problems. Practical examples help readers to implement
filters confidently.

6. Mastering Wireshark Display Filters: From Basics to Advanced

This book takes readers on a journey from fundamental filter constructs to
complex expressions involving logical operators and custom fields. It
includes detailed explanations and exercises that build filtering proficiency
incrementally. Ideal for both beginners and experienced analysts seeking to
sharpen their skills.

7. Wireshark Essentials: Filtering, Capturing, and Network Analysis

A beginner-friendly introduction to Wireshark that emphasizes filter creation
for effective packet capturing and analysis. The book balances theory with
practice, providing sample filters and walkthroughs of common network
scenarios. It serves as a solid foundation for newcomers to network
troubleshooting.

8. Practical Wireshark: Applying Filters for Real-World Network Monitoring
Focused on practical applications, this book guides readers through using
Wireshark filters to monitor live networks efficiently. It covers performance
optimization tips and how to automate filtering tasks. The real-world
examples cater to network administrators and security professionals.

9. The Concise Wireshark Filter Handbook

A succinct yet thorough handbook that compiles essential Wireshark filter
commands and syntax. It is designed as a quick-reference tool for busy
professionals needing immediate filter solutions. Despite its brevity, it
includes explanations that clarify the purpose and effect of each filter.
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